
When Hackers go Phishing:
Don’t Become a Victim



Introduction – Jim Murphy, City of Quincy

• Director of Information Technology 

• Financial Oversight of Self-funded Health Insurance Plan

• Credentials:
 Masters Business Administration
 Certified Information Security Manager
 Certified Government Chief Information Officer
 Certified HIPPA Privacy Security Expert
 Numerous courses & trainings in information security and regulatory compliance

• Adjunct Instructor at Quincy University



Why are we here?

• Cyber security Threats – What keeps I.T. Directors up at night!

• Ransomware – Do we really need to worry? 

• Why does Finance need to take an active role in security?

• Why employees can make or break any cyber security program?

• Become familiar with how to identify Phishing techniques.



Government Regulations



What Keeps Government I.T. 
Directors Awake at Night!



What is Ransomware!

Source: www.webopedia.com



Ransomware – The Darkweb & Bitcoins

Published in Linkedin – July 14, 2016 by Ned Fasullo



Why should you care about security?  Isn’t that 
what I.T. gets paid to do?



So are we all doomed?

Cyber Threats are becoming more sophisticated and are growing at an 
alarming rate.  Can anything be done?    YES!

• Appreciate the risk your organization is battling

• Audit the security tools, training and practices being used

• Develop or modify employment policies & procedures

• Develop a training program

• Keep systems up-to-date

• Develop and implement a information security strategy



City of Quincy Security Initiative
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Define Social Engineering

Source: Wikipedia 7/11/17





Phishing by the Numbers:

Source: Jack Danahy co-founder and CTO at  Barkly



Phishing Strategy
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Let’s look at some true 
Phishing Emails



From: IT@quincyil.gov [mailto:IT@quincyil.gov] 
Sent: Friday, October 14, 2016 12:38 PM
Subject: [BULK] Change of Password Required Immediately
Importance: Low

We suspect a security breach happened earlier this week. In order to 
prevent further damage, we need everyone to change their password 
immediately.

Please click here to do that:

Change Password

Please do this right away. Thanks!

Sincerely,
IT  



From: AccountsFacebook <ftynn@sdcf.com>
Sent: Sunday, July 9, 2017 10:31 AM
To: xxxxxx@hotmail.com
Subject: You have unread message that will be deleted in 3 days underestimating

facebook

Here's some activity you may have missed on Facebook.

1 unread message
Go To Facebook See All Notifications

This message was sent to xxxxxx@hotmail.com. If you don't want to receive 
these emails from Facebook in the future, please unsubscribe.
Facebook, Inc. Attention: Department 415 P.O Box 10005 Palo Alto CA 94303



E-Payment 
Transfer On Hold
View Accounts | Privacy 
Promise | Contact Us

USAA SECURITY 
ZONE
Security
Team
USAA: 2017

Dear USAA Member,

You have new a new e-payment deposited into your USAA account from another 
USAA checking account. We've temporarily put the payment on hold until you 
approve it. 
Payments on hold will be credited into your Checking/Saving's Account within 48-72 hours 
after your approval. You are to update your account to approve the payment. Kindly click 
on the button below to update & approve your payment.

Approve Your 
Payment

USAA values your business and is committed to keeping your account and personal 
information safe. Thank you, USAA 

Please do not reply to this e-mail. To send a secure message to USAA, 
please contact us.

Privacy Promise



City of Quincy Security Awareness Training



















http://www.gmisillinois.org/




